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Class Discussion

Cyberwar: MAD 2.0 2.0 2l ) g s

® What is the difference between hacking and cyberwar?

® Why has cyberwar become more potentially
devastating in the past decade?

® Why has Google been the target of so many
cyberattacks?

m Is it possible to find a political solution to MAD 2.0?
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The E -commerce Securlty Enwronment
Al g At 3 jladll opal Ay

® Overall size and losses of cybercrime unclear

Reporting issues
®m 2011 CSl survey: 46% of respondent firms detected breach in
last year
® Underground economy marketplace:

Stolen information stored on underground economy
Servers
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Whatls Good E- commerceSecurlty?qﬁ
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= To ac!1|eve highest degree of a1 e A o] adadl
security saal) cilia o) i3
New technologies doadarlll Gile) jalY) g bl
Organizational policies and e sSall (il 8l g dclivall julas
procedures s A Jal g

SR EEPE

Industry standards and
government laws

m Other factors

Alaiaall 3 ledd) Jilia (pal) 48l
S Oyl e S B e
Time value of money

Cost of security vs. potential loss

Security often breaks at weakest
link




The E -commerce Securlty Enwronment
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Technology Solutions

Organizational Policies
~ and Procedures

Laws and Industry
Standards
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TABLE 5.3

CUSTOMER AND MERCHANT PERSPECTIVES ON THE
DIFFERENT DIMENSIONS OF E-COMMERCE SECURITY

CUSTOMER'S MERCHANT'S

DIMENSION PERSPECTIVE PERSPECTIVE

Integrity Has information | transmitted or Has data on the site been altered
received been altered? without authorization? Is data being

received from customers valid?

MNonrepudiation Can a party to an action with me Can a customer deny ordering
later deny taking the action? products?

Authenticity Who am | dealing with? How can lbe  What is the real identity of the
assured that the person or entity is customer?
who they claim to be?

Confidentiality Can someone other than the Are messages or confidential data
intended recipient read my accessible to anyone other than
messages? those authorized to view them?

Privacy Can | control the use ot information What use, it any, can be made of
about myself transmitted to an personal data collected as part of an
e-commerce merchant? e-commerce transaction? |s the

personal information of customers
being used in an unauthorized
mannear?

Availability Can | get access to the site? Is the site operational ?

Table 5.3, Page 267
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m Ease of use

The more security measures added, the more difficult a
site is to use, and the slower it becomes

® Public safety and criminal uses of the Internet

Use of technology by criminals to plan crimes or

threaten nation-state
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Securlty Threats In the E-commerce Enwronment
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Vulnerable Points in an E-commerce
) Tran;action.
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Security breach

Customer f"*(
credit card [l < T > ”["]l]l]l] Met:::::"t
bank ’ \"fl ‘
DOS attack
Card theft
Internet service provider Hacked SQL injection
Warehouse
<> Y ////://"("::\
e
= = Customer list hack ek 00
3 Online store Database server
Merchant Web servers
Merchant Web site
Wi-Fi listening
wire tap
<
Shipping
"= web bugs _

Online consumer

Figure 5.3, Page 270
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lVIost Common Securlty Tﬁreats in the
E-commerce Environment
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® Malicious code 5 a3 ik
Viruses il g yall
Worms Ol

BJ\jJL ‘U.»..a;i

Trojan horses

Drive-by downloads L
kd y =3
Backdoors 1411 g3 ¢yl
Bots, botnets Jaanll (5 slan Ao Claagill
Threats at both client PN

and server levels




Most Common Security Threats (cont.)
u Potentially unwanted programs Adiaal) Lgd g yall S el sl

(PUPs) (s152)
Browser parasites il “—*\-4\49’—*;

Q

Adware UM;J\LS; ‘Jﬁ
Spyware £lasl

® Phishing Jeall s ASIY) 3l
E-mail scams doe dia) duaia
Social engineering 4 sed) 48

[dentity theft




Most Common Security Threats (cont.)

®m Hacking dia 8
Hackers vs. crackers e ‘—“"—U“j‘ H “-‘*“Uﬂ‘
Sleaall (gl ¢ ) Al @l o) 6
Types of hackers: I i Jﬂ sy
: il )

White, black, grey hats
o el Juzmil
Hacktivism ¢ pasead) g AT
® Cybervandalism: Cus fdsa yadi Ay i (Jala
Disrupting, defacing, clibal) 33
destroying Web site IS il Ola glaa (e 5 ydandl )
= Data breach bl

Losing control over
corporate information
to outsiders




m Credit card fraud/theft | Oeaiiy) ABday Je Jlsay)

Hackers target merchant 42yl
servers; use data to establish ol aal A cangiud Sl

O] eLasy iyl sl
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(i) 8 ga

credit under false identity
m Spoofing (Pharming)

® Spam (junk) Web sites ) L st al) s il
= Denial of service (DoS) attack 9 &) ga (4 g sl
Hackers flood site with asxgd) (Lusd) Aaddd) e e sall
useless traffic to overwhelm A< ) ae Qlladl) 28 g0 Aiial f8
network Aal) kel saslall e g yall
= Distributed denial of service (s4) £osall Aasdl) (b ) 2 92

(DDoS) attack




Insight on Business: Class Discussion

Sony: Press the Reset Button
buall sde) ) Ao bkl 15 gu
= What organization and technical failures led to the April
2011 data breach on the PlayStation Network?
®m Can Sony be criticized for waiting 3 days to inform the
FBI?
= Have you or anyone you know experienced data theft?
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Most Common Securlty Threats (cont.)

® Sniffing (Al
il ) Caatil) s

Eavesdropping program that

monitors information A8l e Alud (Al Silaslaall
traveling over a network d.im‘ U'“ <laad

= Insider attacks e gabing ?A: M
= Poorly designed server and PSRN Mmuﬁ
client software Jsanall date Lue) LLcas)
SO(.:ial network security iSSl{eS . JLSA Lfi Jie JL\AA\ i

= Mobile platform security issues i 5
Same risks as any Internet dulad) 4ty Lladl)

device
® Cloud security issues




Insight on Technology: Class Discussion

Think Your Smartphone Is Secure?
Tl (S Saily o) atiad (A
® What types of threats do smartphones face?

= Are there any particular vulnerabilities to this type of
device?

® What did Nicolas Seriot’s “Spyphone” prove?

= Are apps more or less likely to be subject to threats than
traditional PC software programs?
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Technology Solutions 3533533‘ djh

= Protecting Internet AN elall ddlea
communications Prete|
Encryption Juaty) < g8 Uﬁi‘:
. SN
" S hennetsef S
Al () el
SSL, VPNs "M‘J ?A‘Jﬂ‘ ZQLAA

= Protecting networks

Firewalls
® Protecting servers and clients




Tools Available to Achieve Site Security

28 sall (ol (Galacit daliall i ooyl

Virtual
Private
Networks

Tunneling

Figure 5.5, Page 288




Encryptlon M\

® Encryption ud Zal)
Transforms data into cipher Gl s ) Skl J g

text readable only by sender — ¢s2tells Jusall J (e L 3¢ Al

and receiver Jai 5 43 3l il slaall Cpancas

Oila glaall

Secures stored information

' - o O A y Ml B :
and information transmission =~ &% #0216 04 A

A 5 ySIY) 3 jlal)

Provides 4 of 6 key AW ERW
dlmer.151f)ns of e-commerce RS
security: A3l adll

= Message integrity Ay

® Nonrepudiation
m Authentication
w Confidentiality
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Symmetrlc Key Encryptlon Jilaia zULa 855

Sender and receiver use same digital zUdal) (udi aladicd Aliall g Jos pall
key to encrypt and decrypt message ‘u‘f‘f‘ A g Rl (a8
Requires different set of keys for O lial) o Al 42 gane :it
each transaction LA § g8
Strength of encryption Gl il aadiiaal A ~lidall J ol
Length of binary key used to (o) patial) i) b
encrypt data A gl B e wﬂ)ﬁuﬁ
Advanced Encryption Standard (AES) 5192 128 il ci“ f‘i‘“‘"
Most widely used symmetric <u 256
key encryption ) dua L e il padid 5 A julaa
Uses 128-,192-, and 256-bit = 2048

encryption keys

Other standards use keys with up to
2,048 bits



Publlc Key Encryptlon u—«}d\ clﬁ-d\ pds

U.sc?s two mathematically related 3 Apad ) il (pa (il addieuy
digital keys Lual ila
Public key (widely disseminated) (auls 3Uai e i) alall ~liddl)
Private key (kept secret by 8 e 4w ) oA Uik
owner) (bl

S g il daadioall Zuildall NS

Both keys used to encrypt and 5% - & -
q adla yl) el
ecrypt message A AL Uik 5] 5
Once key used to encrypt message, el a0l ) OSag Y Al
same key cannot be used to decrypt Al ) adds A8l z Uidall
message s sand) ZUidal) Juu yall addiiy
Sender uses recipient’s public key to ?m.;“"':;:uﬂ.ﬁ* “M: ?""”: wall
encrypt message; recipient uses o pus pald ke aliadl

private key to decrypt it
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1 Original message 2 Recipient's

public key

2 —
Buy Cisco @ $16 3 Message encrypted

/ g in cipher text
: 10101101110001

Sender

5 Recipient's
private key

= G

Recipient
Buy Cisco @ $16 Internet

Figure 5.6, Page 291




Public Key Encryption using Digital Signatures and Hash Digests

g Ela g Anad ) Cilad gil) aladiady e gand) LR b
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Hash function:

Mathematical algorithm that

produces fixed-length number

called message or hash digest N s )
Hash digest of message sent to M}"m u'i‘%‘,“ﬂ,uuu &A M‘
recipient along with message to Clidall ga 5 heia Al g puat il
verify integrity L ?“:""“"‘ﬂ L;‘“*".J‘
Hash digest and message encrypted Q‘f °J“':° - a\%s.dd ) Jalsdl Ufm
with recipient’s public key 2 &2 il pla) Galdd) ZUdal)

» - « o 9 ;\ -
Entire cipher text then encrypted O350 i Aladl - aliwall

with recipient’s private key—
creating digital signature—for
authenticity, nonrepudiation




e | ~*’
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Pﬁ IC Ke Cryptogrépy it Di.ita

) Signatures

dpad ) Cilad gil) e (0 gard) ZURL]) il
i og - NN

Hash digest
Buy XYZ @ $52 2 Hash »
| A @s function 3 Recipient’s
public key 3
/ 1 Original _ .
message 4 Sender's private key
Q (digital signature)
Sender
Q -
Receiver\ 6 Sender's
public key
Buy XYZ @ $52 7 Recipient's
S — private key
\ Hash

0101100110 IS TGP ), thenticated
_ 128 bit ' | cipher text

Figure 5.7, Page 293




Dlgltal Envelopes MJJ\ ul-i’li-d\

® Address weaknesses of: o) gl S Llas
Public key encryption o sl ZLRA i

Z%JL&A\ Ll\gj 331:\‘}‘9
Jlaiall Flidall 588

= Computationally slow,
decreased transmission
speed, increased

. . -, ‘ . o, L 5 .
processing time C ar o 4:“ }C,SJM <

| . ol Plalie Flde p8dil) addiey

Symmetric key encryption 4as 6

® Insecure transmission (A sand) ZUSAl 80 andtio

lines Jilaia zUda Jluyly spidal

m Uses symmetric key encryption
to encrypt document

m Uses public key encryption to
encrypt and send symmetric key




Diplomatic /
—Repirt__ Symmetnc
Original session key Recipient's
message public key
Envelope
: Message
encrypted

Sender in cipher text

Receiver ' \ ‘
Recipient's
Symmetric private key

Internet

Diplomatic session key
| Report '

Figure 5.8, Page 294




Dlgltal Certlflcates and
Public Key Infrastructure (PKl)

(+52) e gandl piliall 4 cianl) 400 g Asad ) colalgdall

= Digital certificate includes: 1Agad ) Balg ) Jadi g
Name of subject/company A8,/ EJZJ‘SL:‘
" ) = ) ‘ it ‘

Subject’s public key o &’mj‘ﬂf" <
o » e dale] Ll 56 )
Digital certificate serial number 5 )5 cemdall slgil g
Expiration date, issuance date HlaaY!
Digital signature of CA S O () &8 il
= Public Key Infrastructure (PKI): A gard) gildall Adadl) dail)
CAs and digital certificate . : (o)
rocedures doad 1) Balg &l el ja) ¢ IS
D PGP

PGP




Dlgltal Certlflcates and Certlflcatlon

Authorities
dam\ <ldaba g MJ—“ Al
e y — R = =

/ - ‘J |
Internet /
\ Certification

authorities
S : : (CAs)
Certificate Digital Certificate Serial Number
received Version
Issuer Name
s xpiration Date
lSL?gjaegtc%En?elm e Transaction partner:
Subject Public Key online merchant
CA Signature or customer

Other Information

<

Y

Figure 5.9, Page 295




Limits to Encryptlon Solutlons JM‘ JJN 2 gaa

= Doesn’t protect storage of paldd) FULal) (A0 e ¥
private key ((pallaal) am Allad e S
PKI not effective against L Qﬂé%?‘j‘ﬁ
insiders, employees ALY 8 (e Aalal) moildall dlea
Protection of private ) e o (& : "“T f”% f;
keys by individuals may FIE I HO u. U‘ ’m‘
be haphazard . L s
P o 25 Claliia A 4 gilSl) clalidl
® No guarantee that verlf.ymg 503 LA el g Al
computer of merchant is i
secure

m CAs are unregulated, self-
selecting organizations




Insight on Society: Class Discussion

Web Dogs and Anonymity: Identity 2.0
2.0 Ain) 1 Saiand od) ) IS Gu g

® What are some of the benefits of continuing the anonymity
of the Internet?

® What are the disadvantages of an identity system?

® Are there advantages to an identity system beyond
security?

® Who should control a central identity system?
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Securlng CIiBﬂﬂElS ol Communlcatlon
Juay) ubﬁ ug.ah

m Secure Sockets Layer (SSL) and Transport Layer Security (TLS)

Establishes a secure, negotiated client-server session in which
URL of requested document, along with contents, is encrypted
® Virtual Private Network (VPN):
Allows remote users to securely access internal network via
the Internet
(0ab) Jal) diida pal 5 () A3V uliall diid
Aglhaall 385 M J 5 () sie bl e o Al Lgle (ym glite Jaee Jee s £ L)
iy ginll ) Ay
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Secure Negotiated Sessions Using SSL/TLS
ol [ Jaw pladiady (4 gldil) ciliuda Ol

Client Merchant
Browser Request Server
secure
2 . session
! o
~P Grant
Internet secure
session
- > ¢ &
Exchange Certificates
Client Merchant
Certificate Certificate

Client-Generated
Session Key :

Digital Envelope

L

Figure 5.10, Page 300

Session |D and methods
of encryption negotiated.

Certificates exchanged.
Identity of both parties
established.

Client generates session

key, and uses server public
key to create digital envelope.
Sends to server. Server
decrypts using private key.

Encrypted transmission using
client-generated session key
begins.




Protectlng Networks u&ul\ MLAA

= Firewall dglaall laa

Hardware or software el dl 5l 3 e

Uses security policy to a ol Lgatl Gl Al padiuy

filter packets Ol ) QU8 ha

Two main methods: ¢ :fll._d ‘T\A‘:‘J‘“

. ruadll L) g

M Packfet f1.lters (£3455) (i1 a5

w Application gateways s g Jalaii Al e i) a3l 53

= Proxy servers (proxies) ) b ol e dadll) Y laiy)

Software servers that i Y|

handle all

communications

originating from or being
sent to the Internet
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‘Protectlng"Serve—rs and Cllents
g Slazd) g ad) gl dalaa,

® Operating system
security enhancements
Upgrades, patches

S‘.. :.an ew C)t—ﬂi &‘ 0.' -
s 5 5

il g ) AndlSa pal p
® Anti-virus software: poiad Al 5 485 Ja 5 e
AUail) L claagal
Aa sl liaadl) allaty

Easiest and least
expensive way to prevent
threats to system integrity

Requires daily updates




Management PoI|C|es Busmess Procedures

and Pybllc Laws
dalal) i) 681 g (Jlast) Silglja) 3 ey Clliw

= Worldwide, companies spend S pal) (3 callal) eladl VY uﬂ
$60 billion on security hardware, LY 356y = $ ULl 60
software, services Claddld) g ciliaa sl g

= Managing risk includes bl 304 Jadii g
Technology s

Aladll 5 1aY1 Sl

Effective management
5 il 31 5 Acalad) i 531

policies
Public laws and active
enforcement




% A Securlty Plan~ Man_agement PoI|C|es B
51y a1 pa¥) dad

m Risk assessment

. . hliall A
m Security policy ) oo
® Implementation plan L) Aad
Security organization e Aalaia
Access controls J sa gl Loyl gin
Authentication Sl @lld 8 Loy Adabuadll el o)
i gl

rocedures, includin o L
giometrics & uaga\).d\ b)\d) A.ALJ\} cuagjs.d\ L.\\.u\,p.u
) (gl

Authorization policies,
authorization
management systems

®m Security audit




Developing an E-commerce Security Plan
i g SV B jladl) (el Adad e g

1. Perform a

/ risk assessment

5. Perform a 2. Develop a
security audit security policy

4. Create a 3. Develop an
security implementation
| organization plan

Figure 5.12, Page 305




The Role of Laws and PUb|IC Pollcy
dalal) cibubod) g ) 681 ) g0

Laws that give authorities tools for
identifying, tracing, prosecuting
cybercriminals:

National Information Infrastructure

Protection Act of 1996

USA Patriot Act
Homeland Security Act

Private and private-public cooperation

CERT Coordination Center
US-CERT

Government policies and controls on

encryption software

OECD, G7/G8, Council of Europe,

Wassener Arrangement
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ypes of Payment Systems
a8all dalai) £ g3l

m Cash

Most common form of payment

Instantly convertible into other
forms of value

No float
® Checking transfer

Second most common payment
form in United States

® Credit card
Credit card associations
[ssuing banks
Processing centers
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m Stored value

Funds deposited into account,
from which funds are paid out
or withdrawn as needed

Debit cards, gift certificates
Peer-to-peer payment systems

® Accumulating balance

Accounts that accumulate
expenditures and to which
consumers make period
payments

Utility, phone, American
Express accounts
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-Payment System—“StakehoIders
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= Consumers
L isk, | t, refutabl <l g
ow-risk, low-cost, refutable, U ) Faidie ¢ lla ) donds
convenience, reliability ' “a
'.jAM} 6%\)\} 6‘\A‘)ﬂ

® Merchants Sl

_Low-rlsk, low-cost, | Y (Al Hmidia ¢ LAl diadas
irrefutable, secure, reliable . s T
e B0y Adal (ana

= Financial intermediaries Ssallal) ol gl
Sec1f1.re, low-risk, maximizing =)l (,J:,_: 5 JL&,:S\ duaddia Akl
profit T g8l dpailil) g
= Government regulators i) g S sLiall Alas ¢ A5 5 et
Security, trust, protecting kel
participants and enforcing
reporting




E -commerce Payment Systems
adal) dalal) dud g iKY 5 jladily

m Credit cards Olaiiy) ciléuay
449 of online payments in  ple & < Y e Gleddll 0 /44
2012 (U.S.) (3as3ll Y 1) 2012
= Debit cards il il
28% online payments in ple (& i Yl e Cilady /28
2012 (U.S.) (sasall Y 511) 2012
® Limitations of online credit =AY e Gw\{‘ M&*,@J 250
card payment sl Hhla ‘U:js‘
Security, merchant risk e L) 51 e
Cost
Social equity




How an Online Credit Transaction Works

G AN e claiiy) Cllalaa Jas dadss
MERCHANT CLEARINGHOUSE

0000

MERCHANT BANK

Secure line

RS
: 3 Merchant software
contacts clearinghouse

2 SSL provides secure 5 Issuing bank

. I credits
connection through 4 Clearinghouse merchant
Internet to merchan verifies account account
server and balance

with issuing bank

IE _ I
_ 6 Monthly statement issued
with debit for purchase CONSUMER'’S

1 Consumer makes purchase CARD-ISSUING
BANK

Figure 5.14, Page 315




Alternatlve On-llne Paymt Systesh ‘
G AN e Al adal) Aalil|

® Online stored value 'u-ua.MJs—ﬂu 1 Al Al

systems: Sl ‘; a4 )5-45‘ daydll LA\ Jaluis

Based on value stored in .. L X
) MLLJ L_iLuA }\ 6&5&3\) “ﬂl@é.umj\
a consumer’s bank,

checking, or credit card Olaiay!
account Jubs «JBall Jos e
e.g., PayPal ; rs A Jily
= Other alternatives: Ok ) Gile saadl)
Amazon Payments G Sl Je ge
Google Checkout GxY g 4 ) gild
Bill Me Later by y5 Y 50 (slss

WUPay, Dwolla, Stripe




B IVIoblle PaymentSystems_
Sadal) (ilgd) e @ﬁ\ dlall

m Use of mobile phones as
payment devices established in

aBall 3 3¢l g AJALY (&) pgd) aladiic

Europe, Japan, South Korea 589 Gl s o 4_“‘ :::
® Near field communication (NFC) (183 Ay Al Ai)aall Qg{,‘;{y\
Short-range (2”) wireless for Jalal AL (" 2) saall 6 ypuad
sharing data between devices 5 3eay) bl
= Expanding in United States Basial) ¥ ol (A pi s
Google Wallet ) A i
= Mobile app designed to e Sl s JM‘ﬂ‘:ﬁ
work with NFC chips

PayPal d\;\i\:

Square “




Dlgltal Cash and V|rtuaICurrenC|es o
Ayl 18| Cdlaad) g aB ) 241

= Digital cash (a8 1) a8l
Based on algorithm that Al sy O Aa )yl sa L.A;‘ ol
generates unique tokens Ko G Bl 5 5e
that can be used in “real” (il ejw‘.gf Lgelasin)
world O sSin (JEall Juw e

Al yi3y) el

e.g., Bitcoin soalall llall Jals asen

= Virtual currencies Ll
Circulate within internal S cJlall Qe
virtual world ecad 21 S ) Y g0
e.g., Linden Dollars in O S & ganld
Second Life, Facebook
Credits




Electronlc Bllllng Presentment and B
Payment (EBPP)

(<) 234l g Al g sV i) oAl A4S

Online payment systems for Ay gl ) o8l il Y sue adal) Al

monthly bills S8l cle g gaea ¢ 750
50% of all bill payments ) At Jueed) g bad ﬁ:f::
Two competing EBPP business , C e
odels: (Oaen 72 5ad) Sy - )l
' A gall
Biller-direct (dominant i) adla 08 (e Gpad galll DS as g
model) ) Agial
Consolidator
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This work is protected by United States copyright laws and is provided solely
for the use of instructors in teaching their courses and assessing student
learning. Dissemination or sale of any part of this work (including on the
World Wide Web) will destroy the integrity of the work and is not permit-
ted. The work and materials from it should never be made available to
students except by instructors using the accompanying text in their
classes. All recipients of this work are expected to abide by these
restrictions and to honor the intended pedagogical purposes and the needs of
other instructors who rely on these materials.




